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MopeJib yrpo3 H HAPYIUTeAst 6e30M1aCHOCTH 1TePCOHAAbHBIX/TIAHHbIX,
00pabaTbiBaeMbIX B HHPOPMAUHOHHBIX CHCTEMAX TEPCOHANBHBIX JAHHbIX
I'bOY COL c. 3yeBka -

1. IlepeyeHb 0003HAYEHHH H COKPALLEHHH

1.1. APM - apTomaTH3MpOBaHHOe padouee MeCTo;

1.2. UP - undpopmannoHHbiii pecypc;

1.3. UCIIAH - nHpopMauHOHHAS CHCTEMA NMePCOHAIbHbIX IaHHbIX;

1.4. K3 - koHTpo/IMpyemasi 30Ha;

1.5. I1{n - mepcoHa/ibHbIE JaHHbIC;

1.6. I10 - nporpammuoe obecneyeHnue;

1.7. IITC - nporpaMMHO-TeXHHYECKHE CPEACTBA;

1.8. IIPMMUH - nodouHbIe 21eKTPOMATHUTHbIE H3JIYYEHHSA U HABO/IKH;

1.9. C3H - cpeacrTBa 3alinThl HHPOPMALIHH;

1.10. CK3H - cpeacrBa kpunrorpaduyeckoii 3amursl HHGopmauum;

1.11. ®CB - DeaepanbHas cayxda 0€30MACHOCTH;

1.12. ®CO - ®egepanbHad cayxK0a OXpPaHbI;

1.13. ®CTIK - DegepanbHas ciayk0a 10 TEXHHYECKOMY H IKCIEPTHOMY
KOHTPOJIIO.

2. O6mue noJ10KeHust

Hacrosimmast mojesib yrpo3 06e30nacHOCTH NEPCOHAJBHBIX JaHHBIX (Jajiee -
Mopaeab) coaep:KHT CHUCTEMATH3HPOBAHHBIH  NepeyeHb  yrpo3  0e30MacHOCTH
NepcoHAILHBIX JaHHBIX Npu ux oopadorke B UCI1/In 'BOY COILL c. 3yeBka (aajee -
Opranuzaunusi). YKazaHHble YIrpo3bl MOTYT HCXOAHWTH OT HCTOYHHKOB, MMEKIIHX
AHTPONOTeHHbIN, TEXHOTeHHbIH M CTHXMHHBIA XapakTep H BO3JAE€HCTBYIIIHX Ha
yazBumoctu MCII/IH, xapaktepuble anas aannod MCIIAH, peanusys Tem camMbIM
yrpo3bl HHPOPMALHOHHOH 0€30MACHOCTH.

B Mopaean paercs o0o0mennoe onmucanue UCII/AH, cocraB, kaTteropum
npeamnoJsiaraeMselii 06bem oopadareiBaembix II/[H ¢ mocaenyromei kiaaccupukauuei
UCIIn.

Moaenb onucbiBaeT MNOTEHUHAJIBHOIO0 HAPYIIHTE/IA 6e30nacn0cm IMMAn wm
NOAXOAbI MO ONpeleJeHHK AKTYaJbHOCTH Yrpo3 ¢ YYe€TOM  BO3MOKHOCTEMH
HapyumuTe/s B ocobenHocTeii konkpeTHoit UCII/1h.

Hacrossmmass Moaens paspaGoraHa B COOTBETCTBHM € TpeDOBAHMAMM
®egepabHOr0 3aKOHOAATEJbCTBA M (eaepajibHbIX  OPraHoB N0  3alUUTE
NepPCOHAIbHBIX IAHHbIX.



1. XapakTepucTuka o0beKkTa HH(pPOPMaATH3ALNH

B Opranuszanuu cymectByrot cieayromue tuibsl MCI/IH:

1. UCITIH BeaeHust OyXraJTepcKoro y4era, yrnpaBjieHHUsl IEPCOHAIOM, pacyeTa
3apaboTHOM 11aThl OpraHu3aluu.

2. UCI1In nepenaun nHopmamuu, B ToM uuciie [1JIH, B HeasX UCTIOJIHEHUS
denepanbHBIX 3aKOHOB.

B kaudectBe 00beKkTa HHGDOPMATU3ALUU TPEANPUATHS BBICTYAIOT:

1. ABTOHOMHBIE aBTOMaTU3UpOBaHHbIE paboune mecta (APM).

2. JIokanpHbIE€ BEIUMCIUTEIbHBIEC CETH.

B 3aBUCUMOCTH OT XapakTEPUCTHK M OCOOEHHOCTEH OTAENIbHBIX OOBEKTOB
YacTh BBIYMCIUTEIBHBIX CPEJICTB JIAHHBIX MPEANPUITUN MOAKIIOUEHA K CETSIM CBSI3U
001Iero noJib30BaHUs U (MJIM) CETSIM MEXIYHAPOIHOTO MH(POPMALIMOHHOTO OOMEHa.

BBoj mepcoHalbHBIX TaHHBIX OCYIIECTBIISIETCS KaK C OyMa)KHbIX HOCHUTENEH
(Hanmpumep, NOKYMEHTOB, YJIOCTOBEPSIONIMX JHYHOCTh cyOnbekta II/IH), Tak u ¢
AJIIEKTPOHHBIX HOCUTENEeH MHGOPMAIIHH.

NCII[ln npenmonaraioT Kak pacnpeneneHHyro (Ha APM), Tak #
LEHTPAIM30BaHHYIO (HAa BBIACICHHBIX (DAMJIOBBIX cepBepax CeTH) 0O0paboTKy u
xpanenue [1/1H.

[lepconanbnbie ganHbie cyObekTOB [I/IH MoryT BeIBoauThCcs u3 UCIIAH c
LEIbI0 MEPENauYd MNEPCOHANBHBIX JAaHHBIX COTPYAHUKOB OpraHuzanuu, Kak B
AJIEKTPOHHOM, TaK U B OyMa>XHOM BHJIE.

Kontpomupyemoit 3onoit (K3) HCIIJIH sBIsrOTCS 31aHUS WU OT/ACIIbHBIC
noMmeuieHus. B mpepenax KOHTpOJIMpPYyeMOM 30HBI HaxoAsTcs pabodune Mecra
MOJIb30BATENIE W MECTa XPAHEHUs apXWBHBIX KOIHI JaHHBIX, CEPBEPHI CUCTEMBI,
CETEeBOE U TeJeKOMMYyHUKalmoHHoe obopynoBanue MCIIJ{H. BHe koHTponupyemoit
30HbI HAXOAATCA JIMHUM  TI€PENauyd  JaHHBIX MW TEJIEKOMMYHHMKAIMOHHOE
o0opyZ0BaHUE, HMCHOJb3yeMOe sl MHPOPMALMOHHOTO OOMEHA IO CETSIM CBSA3U
o011ero noJib30BaHus U (WJIM) CETAM MEXIYHAPOIHOTO HHPOPMALIMOHHOTO OOMEHa.

2. CocTaB, KaTeropu M 00beM MePCOHATbHBIX TIAHHBIX, ONpe/ieJieHue YPOBHA
3alUIIEHHOCTH NePCOHAIBHBIX TaHHBIX

Ha ocHoBe xapaktepuctuk u ocoOeHHocter wucnosb3dyembix HWCIIJIH u
00pabaTbiBaéMbIX B HHUX IE€PCOHAJIBHBIX JAHHBIX, MOXXHO KOHCTAaTHPOBATh, YTO
nepcoHajabHble JAaHHble CcyObekToB IIJIH, oOpabateiBatorcst B OpraHuzainuu
nH(DOPMAITMOHHONW CHCTeMOM, 0oOpadaThIBaromIell OOIIENOCTYIHBIE TMEPCOHATBHBIC
JAaHHBIC, a TaKXKE CHCTEeMOM, 0O0pabaThIBAIONIEH WHBIE KATETOPUM TEPCOHATBHBIX
naHHbpIX. CrnenuaibHble KAaTerOpUM TEPCOHANBHBIX JaHHBIX W OHOMETPUYECKUE
nepconanbubie nanabie B UCI[Ia Opranuzamnum He 00padaThIBatOTCS.

Jiist UCITIH Opranu3anny akTyalbHbl YTPO3bl 2 THIA - YTPO3bl, CBA3aHHBIE C
HaJIMYUEM HEJIOKYMEHTUPOBAHHBIX  (HEAEKJIApPUPOBAHHBIX) BO3MOXKHOCTEH B
MPUKIATHOM TPOTPAMMHOM OOECIIEYCHHH, WCIIOIh3yeMOM B WH()OpMaAIMOHHON
cuctreme. CormacHo mnoamyHkTy «0» myHkta 11 «TpebGoBanuit k 3ammure
NEPCOHANBHBIX JaHHBIX TpH HUX 00paboTke B HHPOPMALMOHHBIX CHCTEMax
nepcoHanbHbIX AaHHbIX» Ui MCII[IH Opranuzanuu TpeOyeTrcss oOecrneuuTh 3-Hid
YPOBEHb 3aIUIIEHHOCTU MEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKe B



UH(OPMAITMOHHON CUCTEME.

5. Cnoco0bl HApYIIeHHS XaPAKTEPUCTUK 0€30MaACHOCTH MEePCOHAIBHBIX
JAHHBIX

Hcxons u3 mepedHs mepcoHalbHBIX JTaHHBIX, oOpadaTteiBaembix B MCII/IH,
CYILLIECTBYIOT CJIEAYIOIINE CIIOCOOBI HAPYIIEHUS XapaKTepucTuk Oe3onacHoctu [1/1H:

o XHUUICHUE NEPCOHAIBHBIX JAaHHBIX COTPYIHHKAaMU OpTraHU3aluu IS
WCIIOJIb30BaHUS B KOPBICTHBIX LENISX;

o Tepenava (pUHAHCOBOH, aAPECHOM, IOPUANUECKON U Mpodeit nHpOpMaIlUA O
cyonbekre [1JIH TpeThuM JuIIAM;

¢ HECAHKIMOHMUPOBAHHOE IMyOJMYHOE pa3IiiallleHue MEepCOHANbHBIX JAHHBIX,
CTaBILHX U3BECTHBIMU COTPYIHUKAMOPraHU3alUY;

o HECAHKIMOHMPOBAHHOE TMOJYYECHUE TIEPCOHANBHBIX MJAHHBIX TPETHUMH
JULAMU;

o YHUYTOXXEHHE (PUHAHCOBOW, AaJAPECHOM, IOPUAMYECKOW H  Ipoyei
uHpopmanuu o cyonekre [1/1H;

o Momubukanus (QUHAHCOBOW, aJPECHOW, IOPHUIWYECKOM U  Ipoyei
unpopmaruu o cyobexre [1/1H;

o OnokupoBaHue (UHAHCOBOW, AJPECHOM, IOPUAMYECKOM W  mIpoyei
unpopmaruu o cyobexre [1/1H;

e BBOJI HEKOPPEKTHOW (PUHAHCOBOW, aaPECHON, HOPUAMYECKOW U TpoUeH
uHpopmaruu o cyobexre [1/1H;

o Tiepefaya HEKOPPEKTHOW (PMHAHCOBOM, aIpECHOM, IOPUAMYECKON U MpOoYei
uHpopmaruu o cyobexre [1/1H;

¢ HCKa)XeHHUE apXUBHOUN MHPpopManuu 1o cyowsekry I1/1H.

o YHUYTOXEHUE apXuBHOU MHMOpMaIuu no cyowvekty [1/1H.

6. Yrpo3sl 0e30acHOCTH NEPCOHATBHBIX JaHHBIX, IPH UX 00padoTKe B
HH(OPMALMOHHBIX CHCTEMAX MEePCOHAIbHBIX JAHHBIX

[Toxg yrpo3zamu 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU HX 00pabOTKe B
NUCII[lH mnoHuMaeTrcs COBOKYNHOCTb YCJIOBHM M (DaKTOPOB, CO3JAOIIMX
NOTEHIMAIBHYI0 WM PEANBHO CYLIECTBYIOUIYIO OIACHOCTbH, CBA3AHHYIO C YTEUKOM
uHpopmaruu W (WIM) HECAHKIMOHUPOBAHHBIMU W (WJIM) HEMpETHAMEPEHHBIMU
BO3JIeHCTBUSIMU Ha Hee. Takum o0Opasom, yrpossl OezomacHoctu IIJIH mpu wux
ob6pabotke B MUCII/IH MoryT OBITH CBSI3aHBI KaK C HEMPEIHAMEPEHHBIMU JEHCTBUSIMHU
nepconana MCIIIH, Tak U cO cHenuasbHO OCYIIECTBIISIEMBIMUA HEMPaBOMEPHBIMU
JNEUCTBUSIMA OT/CJIBHBIX OpPraHU3allMid M TPaK]aH, a TaKXKE€ MHbIMU HCTOYHUKAMU
yrpo3. HenpaBomepHble AEUCTBUS MOTYT HMCXOAUTh TAKXKE M OT COTPYJHUKOB
OpeanpusTus B Cllydae, KOrjla OHM PaccMaTpUBAIOTCSA B KAa4eCTBE MOTEHIMAIBLHOTO
HapyuuTens 6ezonacHoctu [1J1H.

B  umensix  QopMupoBaHMS  CUCTEMaTU3UPOBAHHOTO  MEpPEYHS  Yrpo3
6ezonacHoctu I[1/In mpu ux oOpabotke B MCII/IH m pa3paboTke Ha HX OCHOBE
YaCTHBIX (JI€TaJTU3UPOBAHHBIX) MoOJENed NPUMEHUTENIbHO K KOHKPETHOMY BHUIY
UCIIH, yrpo3sl Oe3omacHOCTH mepcoHaIbHBIM JaaHHBIM B MCII[IH MOXHO
KJIACCU(UIIUPOBATH B COOTBETCTBHH CO CICAYIOIIUMU PU3HAKAMHU:



e 10 BUJIAM BO3MOYHBIX UCTOYHUKOB yIpo3;

« 1o Tuny MCII/IH, Ha KOTOpBIE HAaNIpaBJE€Ha peanu3anus yrpos;

e TIO BUY HApyILIaeMOTO CBOWCTBA uH(bopMaIuu (Buy
HECAHKIIMOHUPOBAHHBIX JAEHCTBUM, ocyiecTBisieMbix ¢ [1][H);

e 110 cioco0aM peasin3aluu yrpos;

e II0 UCIIOJIB3YEMOM YSA3BUMOCTH;

¢ TI0 OOBEKTY BO3JICHCTBHSI.

s UCITJIH cyiiecTBYIOT claeayrolme Kiacchl yrpo3 0ezonacHoctu [1/1H:

[Io BuUgaM BO3MOXHBIX HCTOYHHMKOB YTrpo3 O€30MacHOCTU MEPCOHABHBIX
JAHHBIX:

— Yrpo3bl, CBSI3aHHBIE C TMPEIHAMEPEHHBIMU WA HEMPEAHAMEPEHHBIMU
neucTBUsAMUA Jull, uMerommumu aoctyn k WP UCIIH, Bkiroyasi MmoJib30BaTeseH,
peanu3yroniue yrpo3bl HenocpeactseHHo B MCII/IH;

— Yrpo3bl, CBSI3aHHBIE C TMPEIHAMEPEHHBIMU WA HENpPEAHAMEPEHHBIMU
NEUCTBUSAMH Jnl, He uMeromux aocryna Kk MCIIIH, peammsyronmme yrpossl U3
BHEIIHUX CETEM CBSI3M OONIEro MOJIb30BaHUS M (WJIM) CeTed MEeXIyHapOIHOIO
MH()OPMALTMOHHOTO OOMEHA;

— YIpO3bl, BOSHUKHOBEHUE KOTOPBIX HAIPSAMYIO 3aBUCUT OT CBOWCTB T€XHHKH,
ucnonszyemoi B UCIT/IH;

— yIPpO3bl, CBSI3aHHBIC CO CTUXUIUHBIMU TPUPOTHBIMU SIBICHUSMU.

Kpome 3Toro0, yrpo3sl MOryT BO3HUKATh B pE3yJIbTaTe BHEAPECHUS anmapaTHBIX
3aKJIaJIOK U BPEIOHOCHBIX MPOrPamMM.

[To Tuny UCII/IH, Ha KOTOpBIE HAIIpaBJIEHA yTPO3a.

[To crpykrype UHCII[IH, Ha KOTOpbIE HampaBiieHa Yrpo3a, HEe0OXOAUMO
paccMaTpUBaTh CIEAYIOLINE KIIACChl yTPO3:

- yrpo3bl 0Oe3omacHOCTH JaHHBIX, oOpabarpiBaembix B MCIIJJH Ha O6aze
aBTOMATU3UPOBAHHBIX PAOOYNX MECT;

- yrpo3bl 0e30macHOCTH JaHHbIX, oOpaOarbiBaembix B MCIIJIH Ha O6aze
JIOKAJIbHBIX UH()OPMAIIMOHHBIX CUCTEM.

ITo cmocobam peanuzaiu yrpos.

[To ciocobam peanuzanuu yrpo3 BBIACISIOT CISTYIONINE KJIACChl yTPO3:

- Yrpo3bl, CBSI3aHHBIE C HECAHKIMOHUPOBaHHBIM AoctynoM K IIJIH (B Tom
YuUCJie YyTPO3bl BHEAPEHUS BPEIOHOCHBIX MPOTPaMM);

- yrpo3sl yreuku IIJ[H Mo TeXHUYECKMM KaHajgaM YyTEUYKd HWHopMaiuu
(TKYN);

- yrpo3sl crienuaibHbix Bo3aeiicTeuil Ha UCIT/IH.

[To Bumy HapymaemMoro cBoiicTBa HH(OpMaMK (HECAHKIIMOHUPOBAHHBIX
NEeNUCTBUH, OCYIIECTBIISIEMBIX C MIEPCOHAILHBIMU JaHHBIMHU ).

[lo BuAy HECAaHKUMOHUPOBAHHBIX  JEWCTBUM,  OCYIIECTBISIEMBIX C
MEPCOHAIBHBIMU TAHHBIMU, MO>KHO BBIJICIIUTH CIEAYIOLINUN KJIacC yrpo3:

- yrpo3bl, MNOPUBOAAIIME K HapyuieHuro KoHbuaeHuaibHoctu [11H
(KOMTMPOBAHHIO WM HECAHKIIMOHUPOBAHHOMY PACIpPOCTPAHEHHUIO), MPU PeaTU3aluu
KOTOPBIX HE OCYIIECTBIISIETCS HEMOCPEACTBEHHOIO BO3JAECHCTBUS HaA COJIEPIKAHUE
uH(pOpMaIny;

- yrpo3bl, NOPUBOJAIINE K HECAaHKUMOHHUPOBAHHOMY BO3JCHCTBUIO Ha



coJiepkaHue UHPOpPMaLIUU, B pe3yIbTaTe KOTOPOrO MPOUCXOAUT U3MEHEHHUE JTAHHBIX
WIN UX YHUYTOXKECHUE;

- yIrpo3bl, NOPUBOMSIIME K HECAHKIIMOHUPOBAHHOMY BO3JCHCTBUIO Ha
nporpaMMHbIe WIM TporpammHo-amnmapaTHeie anementsl UCIIH, B pesynbTaTe
KOTOPOTO OCYIIECTBISETCA OJJOKUPOBAHUE JAHHBIX.

ITo ucnonb3yeMoi ysi3BUMOCTH BBIACISIIOTCS CJIEIYIONINE KIACChl YIPo3:

- yrpo3bl, peaiu3yemMble C UCIOJIb30BAHUEM YSI3BUMOCTH CHUCTEMHOTO
nporpammHoro odecrneuenus (I10);

- YIpO3bl, peaanu3yeMble C UCIOJIb30BAHUEM YSI3BUMOCTH TipukiaaHoro [10;

- yIpo3bl, BO3HUKAIONIME B pe3yJbTaTe€ UCHOJb30BAHUS YSI3BUMOCTH,
BbI3BaHHOUM HasmuneM B MCII/IH anmapaTHOM 3aKiajiKu;

- YIpO3bl, pEANMU3YyEMbIE C MCIOJIB30BAHUEM YSI3BUMOCTEM MPOTOKOJIOB
CETEBOr0 B3aMMOJICHCTBHS U KaHAJIOB MEPeIaun JaHHbIX;

- yIrpo3bl, BO3HMUKAIONIME B PE3YyJbTAaT€ HCIOJIL30BAHUSA YSI3BUMOCTH,
BBI3BAaHHOW HEIOCTATKaMHM OPTaHW3allid TEXHWYECKON 3aIuThl WHGOPMAIMH OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

- YTPO3bl, peanu3yeMble C UCIOIb30BAHUEM YSI3BUMOCTEM, 00YCIOBIUBAIOIINX
HAJIMYKUE TEXHUYECKUX KaHAJIOB YTeUKHU UH(POpMAIIUK;

- YIpO3bl, PEATU3yEMbIE C MCIOJIB30BAHUEM YS3BUMOCTEN CPEACTB 3alUTHI
uHbopMaIuu.

[To 00BbeKTY BO3/ICUCTBUS BBIJICTSIOTCS CIAEAYIONINE KJIACChI YIPO3:

- yrpo3bl 6e3omacHoctu [1/1H, o6padateiBaeMbix Ha APM;

- yrpo3bl Oe3omnacHoctu I1/1H, oOpabarbiBaeMbIX B BBIJEICHHBIX CPEICTBAaX
00paboTku (MpUHTEpax, MIOTTEPax, IPadoOIOCTPOUTENAX, BBIHECEHHBIX MOHUTOPAX,
BUJICOTIPOEKTOPAX, CPEJACTBAX 3BYKOBOCTIPOU3BEACHHS U T.I1.); YTPO3bI OE€30MACHOCTH
[1J1H, mepenaBaeMbIX IO CETSAM CBS3U;

- YIpO3bl MPUKIAAHBIM MPOTPaMMaM, C TIOMOIIBI0 KOTOPBIX 00pabaThIBatOTCs
I11H;

- yrpo3bl cuctemHomy [10, o6ecnieunBaromemy gpynkimonuponanue MCIIIH.

/. XapaKkTepuCTUKA MCTOYHUKOB YIPo3 0€301aCHOCTH NePCOHATbHBIX

nannbix B UCII/In

B orHomenun MCII/IH MoryT CyiiecTBOBaTh TPU THIIA HCTOYHUKOB YIPO3
oe3omacuoctu I1/1H:

1. AuTpornoreHHpie UCTOYHUKH YTpo3 6e3onacHocTH [1J]H.

2. TexHOTeHHbIE UCTOYHUKHU yrpo3 O6e3omnacHoctu [1/1H.

3. CTuxuifHble ICTOYHUKH Yrpo3 Oe3omacHoctu [1/1H.

AHTpONOreHHbIE UCTOYHUKH yrpo3 Oe3omnacHocTu [1/1H.

B xkauectBe anTpomnoreHHoro ucroyHuka yrpo3 mis HMCIIJIH HeoOGxomumo
paccMaTtpuBaTh CyObeKkTa (JIMYHOCTH), MMEIOIIET0 CAHKIIMOHUPOBAHHBIA WM
HECAaHKIIMOHUPOBAHHBIM JocTyn K pabore co mraTHeiMH cpeactBamu MCII/H,
JEHCTBHUSL KOTOPOTO MOTYT NPUBECTH K HAPYIICHHIO OE30MaCHOCTH MEPCOHATbHBIX
JaHHBIX. AHTPONOTeHHbIE UCTOYHUKHU yrpo3 mo oTHomeHuto k MUCII[An mMoryT ObITh
KaK BHEIIHUMH, TaK U BHYTPEHHUMHU

Cpenu BHEIIHUX aHTPONOTrE€HHBIX HICTOYHUKOB MOKHO BBIICIIUTDH CIy4aliHbIE U



IpeaHaMEPEHHbBIE UCTOYHUKH.

Cnyuaiinble (HeTpegHAMEPEHHbIE) HCTOYHUKH MOTYT MCHOJb30BAaTh TaKHE
ySI3BUMOCTH, KaK OIIMOKHM, coBepiueHHble npu mnpoektupoBanun HCIIIn u ee
3JIEMEHTOB, OLIMOKM B MPOrPAMMHOM OOECIEYEHHH; Pa3IMYHOTO poja cOoM u
oTKa3bl, noBpexaeHus, nposisigembie B MCI[JIn. K Takum MCTOYHHMKAM MOXKHO
OTHECTH MEPCOHA] MOCTABIIMKOB PAa3IM4YHOrO poAa YCIYyr, MEPCOHAT HAJI30PHBIX
OpraHu3aluid U aBapUHHBIX CIIyk0 U T.1. JleficTBUs (Yyrpo3bl), UCXOASIIUE OT TaHHBIX
HMCTOYHHKOB, COBEPILAIOTCS MO HE3HAHWIO, HEBHUMATEJILHOCTH WJIM XaJlaTHOCTH, U3
JTOOOMBITCTBA, HO O€3 3JI0TO yMbICTA.

[IpennamepeHHblE HWCTOUYHHUKU TMPOSBIAIOTCA B KOPBICTHBIX YCTPEMIICHUSX
HapymuTeneil. OCHOBHAs LEJb TAKMX UCTOYHUKOB — YMBIIUJICHHAS J€30praHU3alus
paboThl, BBIBOJ cucteM OpraHuzanuu U3 CTPOs, UCKaXKEHHE MHPOpPMalUU 3a CUET
npoHukHoBeHusA B CII/IH nmyTeM HECAaHKIIMOHUPOBAHHOTO AOCTYIIA.

BHyTpeHHUMH WCTOYHHMKaMH, KaK T[PaBWIO, SBISIOTCSA CIEIUATUCTBI B
00JacT MPOrpaMMHOI0 00eCIIeYeHHsI 1 TEXHUYECKUX CPEACTB, B TOM YHUCIIE CPE/ICTB
3alUTHl  UHQOpPMALMU, UMMEIONME BO3MOKHOCTh HCIIOJIb30BAaHUSL  IITATHOTO
o0opynoBanus u nporpaMMmHo-TexHudeckux cpencts UCII/Iu. K Takum uctounnkam
MOKHO OTHECTH OCHOBHOW I€pCOHaN, IpeIcTaBuUTeNed ciayx0 Oe30macHoOCTH,
BCIIOMOTATEbHbBINA U TEXHUYECKUI MTEPCOHA.

JIJist BHYTPEHHUX MUCTOYHUKOB YIpo3 0c000€ MECTO 3aHMMAIOT YIpO3bl B BUJIE
OIIMOOYHBIX JEHUCTBUA U (WJIM) HApYIIEHUI TpeOOBaHUM 3KCIUTyaTallMOHHOW M MHOU
JOKYMEHTalMu coTpyaHukamu Opranuzanuu, umeromux goctyn k UP UCIIIu. K
0JI00HBIM YIPO3aM, B YaCTHOCTH, OTHOCSITCSI:

- HENPEOyMBIIUICHHOE  HCKAaXEHWE WM  YJaJ€HHUEe  MpPOTrpaMMHBIX
KOMIIOHEHTOB;

- BHEJIPEHUE U UCIOJIb30BAHUE HEYUYTCHHBIX TPOTPaMM;

- UTHOPUPOBAHUE OPraHU3ALMOHHBIX OrpaHUYEHUN (YCTAHOBJIIEHHBIX MpPaBUII)
npu pabore ¢ pecypcamu MCII/IH, Brimrodast cpenactBa 3amutbl uHGopmaruu. B
YaCTHOCTH:

- HapyllleHWe TpaBWJI XpaHeHUs HHPOpPMAIMA OTPAaHUYEHHOIO JOCTYIIA,
HCTIONB3YEeMOM TMpH OBKCIUTyaTalldd CPEACTB 3aluThl HHGOpManuu (KIHOUYEBOMH,
NapoJbHOM U ayTeHTUGUIUpyroIei HHGOPMAIIHH );

- TIPEJOCTABIECHUE MOCTOPOHHUM JIMIIaM BO3MOXKHOCTH JOCTYyNa K CPEICTBaM
3amuThl MHPOPMAIMKM, a TaKKe K TEXHHYECKUM U TPOTPAMMHBIM CPEICTBaM,
CIIOCOOHBIM TIOBJIMSITH Ha BBITIOJHEHUE MPEABSBISIEMBIX K CPEJCTBAM 3alUThI
uH(popmaIuu TpeOOBaHNUM;

- HACTpOKa U KOH(PUTYPUPOBAHHUE CPEJCTB 3aIMUTHI WH(OpMAIMHU, a TaKKe
TEXHUYECKUX W TMPOrPaMMHBIX CPEICTB, CIOCOOHBIX IOBJIMITH Ha BBIOJTHEHUE
NpeAbsIBIIEMBIX K CPEACTBaM 3alllUThl WH(pOpManuu TpeOOBaHWM, B HapyIIeHUE
HOPMAaTUBHBIX U TEXHUYECKUX TOKYMEHTOB;

- HecooOIIeHne o (pakTax yTpaThl, KOMIPOMETAIIMU KIFOYEBOW, MapOJbHOU U
ayTeHTUQUIUpYyIomed uHdopMauu, a Takke JI0oW Apyrod uHbOpMAaIH
OrPaHUYEHHOTO JIOCTYMA.

HauOonbiryto  omacHOCTh — MPEACTABISIOT — MpEAHAMEPEHHbIE  YTPO3bI,
UCXOJSIIMNE KaK OT BHEITHUX, TAK U OT BHYTPEHHUX aHTPOIIOTEHHBIX HCTOUYHHUKOB.



Heobxoanmo paccmaTpuBaTh CIEIYIONINE KIACChl TAKMX YTPO3:

- YIPO3bl, CBSI3aHHBIE C IPEIHAMEPECHHBIMH JCUCTBUSIMU JIHL, HUMEIOIMINMU
nocryn k MCIIIH, Brmrowas mnosb3oBareneid WCIIJJH W WHBIX COTPYAHUKOB
NPEANPUATHS, peanu3yromuMu yrpo3sl HenocpeAacTBeHHO B MCII/IH (BHyTpeHHUI
HapyILIUTENb);

- YIpO3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMU JEHCTBUSIMU JIUL], HE UMEIOINMU
noctyna k VUCIIJIH u peanu3yronaMu yrpo3bl U3 BHEIIHUX CETEW CBSI3U OOILETro
MOJTb30BAHUS WM CETeH MEXIYHApOJHOTO WH(OPMAIMOHHOTO OOMEeHa (BHEIIHUN
HapyILIUTENb);

- YIPO3bl, CBSI3aHHBIE C MPEIHAMEPECHHBIMU JIEUCTBUSMU JIWI], HE MMEIOIINMU
nocryna K MUCII/Ix u peanusyrommmu yrpossl no TKYN.

TexHOreHHbIe NCTOYHHUKH Yrpo3 Oe3omacHocTu 11/1H.

TexXHOreHHbIE HICTOYHUKHN YIPO3 HAINpPAMYIO0 3aBUCIT OT CBOWCTB TEXHUKH.
JlaHHBIE HCTOYHUKH TaK)Ke MOTYT ObITh KaK BHEIIIHUMHU, TaK U BHYTPEHHUMU.

K BHemrHuM ucTOYHMKAM OTHOCSTCS UHPpacTpyKkTypHbie 3iemeHThl MCIT/IH:
cpenctBa cBsi3u (TernedOHHBIC JIMHUM, JIMHUM Tepeladyd JaHHBIX U T.I.), CETU
WHKCHEPHBIX KOMMYHHKAIIMN (BOJOCHA0KEHHE, KaHAIM3aIMsl, OTOIIJICHUE U TIp.).

K BHYTpeHHHM HCTOYHHMKAM OTHOCATCS HEKAYECTBEHHBIC TEXHUYECKUE U
IporpaMMHBIE CpelcTBa 00paboTKKM HMHGOpPMAIMK, BCIIOMOTATENIbHBIE CpEICTBA
(oxpaHbl, CUTHaIM3alUMU, TeNePOHHUM), JPYrHe  TEXHUUYECKHE  CPEJICTBA,
npumensiemble B MCII/[H, a Takke BpEIOHOCHOE IPOTpaMMHOE OOECICUCHHE H
armapaTHbIC 3aKJIAJIKH.

AnnapaTrHas 3aKJIaJIKa.

AnmapaTHeie 3aKJIaAKA MOTYT OBITh KOHCTPYKTHBHO BCTPOEHHBIMH H
ABTOHOMHBIMH. ATIIapaTHbIE 3aKIaJKA MOTYT PEaiu30BaTh YIPO3bL:

- cOopa u HakoruieHus 11/1H, oOpadaTeiBaeMbix U xpaHuMbix B UCIIIH;

- popmupoBanus TKYU.

B cuny oTMedeHHBIX CBOMCTB amnmapaTHBIX 3akiIafok d(pQexTuBHas 3ammTa OT
HUX MOXET ObITh 00ecreueHa TOJIBKO 3a CUeT THIATEIbHOTO y4eTa UX CHEIU(UKU U
COOTBETCTBYIOIIEH OpraHu3aliid TEXHUYECKOW 3amuThl WHGOPMAIMK Ha BCEX
craausx ku3HeHHoro nukiaa UCIT/IH.

Hocwurens Bpe1oHOCHOM NpOorpaMmel.

B kauectBe HOcuTenst BpenqoHocHoU nporpammel B MCIIJIH MoxeT BbICTynaTh
arnrapaTHbId 3JIEMEHT CPEJICTB BBIUUCIUTENbHOU TeXHUKHU U3 coctaBa MCIIIH nnu
1O, BrIMOJNIHSIOIIEE POJIb MPOrPAMMHOIO KOHTEHHEpA.

Ecnu BpenoHocHast mporpaMMa He acCOIMUPYETCS ¢ KaKOW-TMOO0 MPUKIIATHON
mporpammoil u3 cocraBa cuctemHoro unu ob6mero [1O UCII[IH, B kadecTBe ee
HOCHUTEJISI BBICTYNAIOT:

- BHEIIHUI MAIIMHHBIA (OTUYXIAEMBbIi) HOCUTENb, T.€. IUCKETa, OMTUYECKHM
JTUCK, JIa3€PHBIN AUCK, (DIAII-IaMSITh, BHCITHUM KECTKUM TUCK U T.I1.;

- BCTpPOEHHBIE HOcCUTENUW WHPOpPMAIUU (KECTKUE JUCKH, MHUKPOCXEMBbI
ONEPATUBHOM MAMSTH, MPOLIECCOP, MUKPOCXEMBI CUCTEMHOW IUIAThI, MUKPOCXEMBI
YCTPOMCTB, BCTpaMBa€MbIX B CHCTEMHBIM OJOK YCTpOMCTBa — BHJI€0aJanTepa,
CETEBOM IUIAThI, YCTPOUCTB BBOJA/BBIBOJIA M T. I . )

- MHMKPOCXEMBbI BHEIIHUX YCTPOWCTB (MOHUTOpA, KJIABUATYpPHI, MPUHTEPA,



IUIOTTEPA, CKAaHEpPa U T.I1.).

B tom ciyuae, eciii Bpe1oHOCHAs IPOrpaMMa MOKET OBbITh TPOACCOLIMUPOBAHA
c cucreMHbiM wuinu obmmm [1O, c QaitnamMu pa3nuyHOW CTPYKTYpbl HIH C
COOOLICHUSIMH, TIEPEIABAEMBIMH I10 CETH, TO €€ HOCUTEIIEM SIBJISIFOTCS:

- makeTsl nepeaaBaeMbix o cetu UCITJIH cooOmennii;

- (paitstbl (MCTIOTHSAEMBIC, TEKCTOBBIC, TpapruecKue u T.1.).

[Ipy BO3HMKHOBEHUHW yIpo3 W3 JAHHOW TPYIIIBI MOSBISETCS MOTEHIMATbHAsS
BO3MOXXHOCTh HapyIIeHUS KOH(UIECHIIMAIBHOCTH, IE€JIOCTHOCTH, IOCTYIHOCTH U
APYTUX XapakTepuctuk 6ezonacHoctu I1/1H.

Cruxuiinple HICTOYHUKH yTpo3 Oe3onacHoctH [1/]H.

CruxuifHble HCTOYHMKM YIpO3 OTJIMYaeTcss OOoJIbIIUMM pa3HooOpa3ueM u
HENPEICKAa3yEMOCTBIO U SBJISIOTCS, KAK MPAaBWIO, BHEIIHUMH 10 OTHOLIEHHUIO K
Oprannszanuu. [log HEMH, IpEKAE BCETO, PACCMAaTPUBAIOTCS Pa3IMYHbIC IPUPOIHBIE
KaTaKJIM3MBbI: II0KAPBI, 3€MJIETPSCEHUS, yparaHbl, HABOJHEHNs. BO3HUKHOBEHHE 3THX
UCTOYHHUKOB TPYJIHO CIIPOTHO3MPOBATh U UM TSDKEJIO NMPOTHUBOJECUCTBOBATH, HO IPHU
HACTYIUIEHUH MOJOOHBIX COOBITHI HapyllaeTcs MTaTHOE (PYHKIIMOHUPOBAHUE CaMOi
NCIIIH 1 ee cpeacTB 3alIUTHI, YTO MOTEHIUAIBHO MOKET MPUBECTH K HAPYIICHUIO
KOH(DMIECHIIMAIBHOCTH, UEJIOCTHOCTH, JOCTYIHOCTH M JPYIMX XapaKTepUCTHUK
oe3zomacHoctH I1/1H.

3ammra OT yrpo3, UCXOMASAIIUX OT TEXHOTCHHBIX U CTUXUHHBIX HUCTOYHUKOB
yrpo3 6e3zonacHoctu I1JIH, periiaMeHTHpyeTCs] MHCTPYKLUMSIMH, pa3paOOTaHHBIMU U
YTBEPKJACHHBIMH OIIEPATOPOM C Y4eToM ocobeHHocTel skcmnyaranuu UCIH.

8. Monenp HapymuTeJisi 0€30I1aCHOCTH NEePCOHATbHBIX JaHHBIX

AHanu3 BO3MOXHOCTEH, KOTOPBIMM MOXET 00JanaTh  HapyLIUTENb,
MIPOBOJIUTCS B paMKaxX MOJEJIA HapyILIUTENS.

[Ipu pa3paboTke MoIenM HapywUTeNsl 3aUKCUPOBAHBI  CIEAYIOIINE
MOJIOKEHUSI:

- Oe3onacHocts II[Jln B MCII[IH obOecneuuBaeTcsi CpeACTBaMH 3alllUThI
unpopmanuun MCIIJIH, a Takxke HUCHOJb3yeMbIMU B HUX HWH(POPMALMOHHBIMU
TE€XHOJIOTUAMU, TEXHUYECKUMH U MPOrPAMMHBIMU CPEJCTBAMHU, YOBJIETBOPSIOIIMMHU
TpeOOBaHUAM 1O 3aliuTe HH(OPMALMK, YCTaHABIMBAEMbIM B COOTBETCTBUU C
3aKOHOJATeNLCTBOM Poccuiickont denepanuu;

- cpenctBa 3amuthl uHGopmarmuu (C3U1) mratHo GyHKIIMOHUPYIOT COBMECTHO
C TEXHUYECKUMHU M MPOTPAMMHBIMH CPEICTBAMHU, KOTOPHIE CIIOCOOHBI MOBIUATH Ha
BhITIONIHEHUE TIpeabsiBisieMbix kK C3U TpeboBanmii;

- C3U ue moryt obecneunts 3amuty [I/IH OT neilcTBHil, BBIMOIHSIEMBIX B
paMKax NpeIOCTaBICHHBIX CYObEKTy AEHCTBUU mojHOMouui (Hampumep, C3U He
MOXeT oOecrieuuTs 3amuTy [IJIH OT pacKkpbITUs JIMLIAMH, KOTOPHIM MPEAOCTABICHO
IpaBoO HA JIOCTYII K 3TUM JIaHHBIM).

8.1. Onucanue HapyIUTENeH.

C TOYKM 3peHUs HaIW4yusl TMpaBa IMOCTOSHHOIO WJIM Pa3oBOr0 JOCTyIa B
koHTpoupyemyto 30HY (K3) o06bektoB pazmemenus UCII/In Bce pusnueckue muma
MOTYT OBITh OTHECEHBI K CIEAYIOLUM JABYM KaTeTOPHUsIM:

- kareropus | — nuia, He UMEOIIKME MPaBa JOCTYIAa B KOHTPOJIUPYEMYIO 30HY



NCIIdH;

- kareropus |l — nuua, uMeromKe MpaBo JOCTYNa B KOHTPOJIUPYEMYIO 30HY
NCITH.

Bce noteHnmanpHple HapYIIATENIN MOAPA3AEIAIOTCS Ha!

- BHEIIHUX HApYUIUTENIEH, OCYIIECTBISIONIMX AaTaku W3-3a NPEeiOB
KoHTposmpyemoi 30Hb1 UCIT/H;

- BHYTPEHHUX HAPYLIUTEIEH, OCYIIECTBISAIOIMMX aTAKN, HAXOAACh B IpeeIax
KoHTposmpyemoi 30Hb1 UCII/IH.

B kadecTBe BHEIIHEr0 HApPYIIMTENIsd KpOME JIML Karteropud | HOIKHBI
paccMaTpuBaThes Takke auua kareropuu ||, Haxoxsiumecs 3a npenenamu K3.

B otnHomennu MCII/IH B KayecTBE BHEIIHETO HAPYLIUTEISAMHU W3 YUCIIA JIUI]
Kareropuu I MOryT BeICTYNaTh:

- ObIBILIME COTpYAHUKU OpraHu3aiuu;

- IOCTOPOHHUE JIMLA, MBITAIOIIMUECS IMOJIYYUTh 10CTYII K [I/[H B MHUIIMaTUBHOM
HIOPSZIKE;

- IPEACTABUTEIM MPECTYIHBIX OPraHU3aIU.

BHewmHui HapymuTesb MOKET OCYILLIECTBIATD:

- mepexBaT oOpabarbiBaembix TexHuueckumu cpenctBamu MCIIu I1a 3a
cuer nx yreuku no TKVYHU c ucnosb3oBaHMEM NOPTATUBHBIX, BO3UMBIX, HOCUMBIX,
a TaK)K€ aBTOHOMHBIX aBTOMATHYECKUX CPEJICTB Pa3BEAKU CEPUIHON pa3pabdOTKH;

- JIECTPYKTHBHBIE  BO3ACHCTBUS 4Ye€pe3 DJJIEMEHTbl HMH(OPMAIMOHHOU
uHppactpykrypsl MHCII/IH, xoTopble B MHpoIEcce CBOEro >KU3HEHHOIO LHUKJIA
(MoepHU3aLMsL, CONIPOBOXKIECHUE, PEMOHT, YTHIIM3ALMs1) OKa3bIBAKOTCS 3a MpeaeaaMu
K3;

- HECaHKIIMOHMPOBAaHHBIM JOCTYNm K WHPOPMALMU C UCIOJIb30BAaHUEM
CIIELIMAJIbHBIX MPOrPaMMHBIX BO3JEUCTBUM IOCPEACTBOM IIPOIPAMMBI BUPYCOB,
BPEIOHOCHBIX MPOrpaMM, AITOPUTMUYECKUX UIIU IPOrPAaMMHBIX 3aKJIAJ0K;

- mepexBaT uHGOpMaIKK, epeaaBaeMou N0 CETSIM CBSI3H OOIIETr0 MOJb30BaAHUS
WIM KaHallaM CBSI3M, HE 3allUIEHHBIM OT HecaHKImoHupoBanHoro noctymna (HC)
MH(pOpMaUu OpraHU3alMOHHO- TEXHUYECKUMU MEpPaMU;

- ataku Ha VCII/IH myTem peanuszanuu yrpo3 yAaJeHHOTO JOCTYIA.

Bayrpennuit Hapymmtens (iuia kareropuu II) mompasnmensieTcs Ha BOCEMb
TPyNI B 3aBUCUMOCTH OT CHoco0a M MOJIHOMOYMM J0CTyna K HHGOPMAIMOHHBIM
pecypcam (UP) UCITH.

1. K nmepBoii rpymnme OTHOCATCS COTPYAHUKH MPEANPUSTUMN, HE SBIISIOLIACCS
3apEruCTpUPOBAHHBIMUA TOJIB30BaTesiMu U He gonyuieHHsie k WP WUCII/IH, HO
UMEIOIME CAaHKUMOHMPOBaHHBIM aoctyn B K3. K aTol kareropum Hapylmureneu
OTHOCATCS COTPYAHUKHU: SHEPTreTUKH, CAHTEXHUKH, YOOPILIHULIBI, COTPYAHUKHA OXPAHBI
U Jpyrue JMia, OoO0EeCHevyMBaIOlMe HOPMalbHOE (DYHKIIMOHMPOBAHUE OOBEKTa
uH(pOpMaTU3ALIUU.

JIno JaHHOM rPyIIIBI MOKET:

- pacnoJiaraTb UIMEHAMHU M BECTH BBISIBJICHUE INMAPOJIEN 3apETHCTPUPOBAHHBIX
noabs3oBareneit UCII/IH;

- U3MEHATh KOH(UTYparuio TEXHUUYECKUX cpenctB oopadorku I[1/lH, BHOCHUTH
nporpammHuo-anmapatabie 3aknanku B [ITC UCII/Ix u obecrieunBath cheM



uH(pOpMaIIMK, HCIOJIb3Ysl HEMOCPEACTBEHHOE TMOJKIIOUYEHHE K TEXHUYECKUM
cpeacTBaM 00padOTKH UHGPOPMAITUH.

2. Ko BTOpO#i Tpymme oTHOCATCS 3aperucTpupoBanubie monb3oBarenu MCIIIH,
ocymiecTistomue orpanndeHasid qoctyn k UP UCIIdH ¢ pabouero mecta. K aToii
KaTErOpUU OTHOCSTCS COTPYAHUKH MPEANPUITHI, UMEIOIIME MpaBO JJOCTyNa K
nokainbHeIM P UCII/IH 1151 BEITOTHEHUS CBOMX JIOJDKHOCTHBIX O0OSI3aHHOCTEH.

JIM1o0 JaHHOM TPYIIIIBL:

- 00aaeT BCEeMH BO3MOXKHOCTSIMHU JIUII TIEPBOM KaTErOpHUU;

- 3HAET, IO MEHbIIIEH Mepe, OHO JIETATbHOE UM JOCTYIIA;

- o0magaeT BCeMU HEOOXOJUMBIMU aTpuOyTamMH (HAMpUMEp, MapoJIeM),
obecneunBarommm goctyn k UP UCI/IH;

- pacnionaraet 11/1H, K KOTOpBIM UMEET AOCTYIL.

3. K Tperseii Tpymme OTHOCATCS 3apeTHCTPUPOBAHHBIC IOJIH30BATEIH
noacucteM UMCII/[IH, ocymecTBistomue yaaneHHbld qoctyn K II/IH mo nokanpHOR
cetn OpraHuzanui.

JIno maHHOM rpyNIIbL:

- 00J1aJ1aeT BCEMHU BO3MOXKHOCTSIMU JIUIl BTOPON KaTeTOPUU;

- pacnionaraet uHdopmanuent o tonosioruu cetu UCIIIH u coctae
texHnueckux cpencts UCIIH;

- IMEET BO3MOXKHOCTH MPSAMOTO ((hU3HUECKOro) J0CTyNa K OTJEIbHBIM
texuuueckuM cpeactam (TC) UCIT/H.

4. K derBepToil Trpymime OTHOCITCS 3aperUCTPUPOBAHHBIC MOJIb30BATEIH
NUCTIIH ¢ mosHOMOYMSIMH aMUHUCTpaTopa 0e30macHOCTH cerMeHTa ((pparmeHTa)
NCIIdn.

JIM1o JaHHOM IPYIIIIbL:

- o0aiaet nmojaHoW HHPOPMAIIUEH O CUCTEMHOM U MPHUKIIATHOM TPOrPaMMHOM
obecrnieueHuu, ucmoar3yemom B cermente MUCIIH;

- o0nazaer noMHoM nHpopmManuen 0 TEXHUYECKUX CPEeICTBaX U KOH(PUTypaluu
cermenta UCII/H;

- UMEET JIOCTYI K CPEACTBaM 3alllUThl MH(POpPMALIMK U MPOTOKOJIUPOBAHUS, a
TaK»Xe K OTACIbHBIM 3JIEMEHTaM, UcnoJib3yeMbIM B cerMeHTe MCITIH;

- UIMEET JIOCTYII KO BCceM TeXHU4ecKuM cpencrBaM cermenta MCII/IH;

- o0najaer mpaBaMu KOH(PUTYPHUPOBAHUS M ATIMUHUCTPATUBHON HACTPOUKHU
HEKOTOPOTO MOJMHOKECTBA TeXHUUECKUX cpencTB cermenTa MCITIH.

5. K mnsroit rpymnme OTHOCATCS 3aperucTpUpOBaHHBIE IOJB30BATEIN C
MOJITHOMOYHUSIMH CUCTEMHOTO aIMUHHUCTPATOPA, BBHIMOJHSIIONIETO KOHPUTYpUpOBaHUE
W YIOpaBJIeHUWE TMPOrpaMMHBIM OOECleYeHUEeM ¢ O00OpYJOBAaHHUEM, BKJIIOUAs
o0opyoBaHue, OTBeyarollee 3a Oe30MaCHOCTh 3alIUIIAeMOro OOBEKTa: CpeiCTBa
MOHUTOPHUHTA, PE3EPBHOTO KOMHMPOBAHUS, AHTUBUPYCHOI'O KOHTPOJS, 3alUTHI OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

JIM1o JaHHOM IPYIIIIbI:

- obyajaet moJHON UH(poOpMaIend 0 CUCTEMHOM, CIIEIIUATLHOM U MPUKIIATHOM
[10, ucnonszyemom B UCII/1H;

- obnamaet noaHou uHpopmarmeit o TC u kondpuryparuu UCIT

- umeet poctyn ko BceM TC UCITIH 1 naHHbIM;



- o0nasaer nmpaBaMu KOH(PUTYpPUPOBAHUS U AJMUHUCTPATUBHOM HAaCTPOUKHU
TC UCITIH.

6. K mecroil rpymnmne oTHOCATCS 3aperucTpupoBanHbie mosb3oBarenu UCITx
C NOJIHOMOYMSMH aJMHUHHUCTparopa Oe3omacHocTr OpraHu3aluy, OTBEYAKOLIETO 3a
COOJI0ICHNE TIPaBUJI pa3TPaHUUCHUs TOCTYIA, 32 TEHEPALIUIO KIIOYEBBIX JIEMEHTOB,
CMEHy Tapojiel, Kpunrorpaduyueckyro 3amuTy uHOOpMaui. AJMUHUCTPATOP
0€30MacCHOCTH OCYILECTBISET ayauT TeX JKE€ CPEACTB 3allUThl O0BEKTa, YTO U
CUCTEMHBIN aJIMUHUCTPATOP.

JIM10 TaHHOM TPYIIIIBL:

- oOmagaet nosHOM nHpopManuei 06 MCIIH;

- IMEET JOCTYI K CPEICTBaM 3aIUThl HHHOPMAIMKM U MPOTOKOJIUPOBAHUS U K
yacTu K1r04eBbIX diieMeHToB UCII/IH;

- HE UMEET MPaB JAOCTYIA K KOHPUTYPUPOBAHUIO TEXHUUYECKUX CPEJICTB CETH 3a
UCKJIFOUEHUEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).

7. K cempMoil rpyIme OTHOCATCA JHIla W3 4YHUCIa MPOTPAMMHUCTOB -
pa3pabOTUYMKOB CTOPOHHEW OpraHU3alluH, SBIsStonMXcs nocrapmukamu 110 u nuna,
o0ecTieunBaroIIMe €ro COMPOBOXKACHUE HAa 00bekTe pazmerenus UCIT/IH.

JIno maHHOM rpyNIIbL:

- obnamaer wuHpopManuei 00 anropuTMax W IporpaMmax 00pabdOTKu
unpopmaruu B UCI1/H;

- o0namaeT BO3MOXKHOCTSIMH BHECEHHS OIIHOOK, HEICKIApUPOBAHHBIX
BO3MOKHOCTEM, TPOrpaMMHBIX 3aKJIaJI0K, BpeAOHOCHBIX mporpamm B 110 UCII/IxH Ha
CTaJMH €T0 pa3padOTKU, BHEAPEHUS U COMPOBOKICHMUS;

- MOKET pacnoJjiaraTh JitoosiMu pparmentamu undopmaiuu o TC 06paboTku u
3amuThl uHGopmaruu B UCIT/IH.

8. K BocweMoit rpynme oTHocsATcs niepconan, oocmyxusatoiuii TC UCITH, a
TakKKe Jinila, 00ecreurBaroliue nocTaBky, conpoBoxjaeHue u pemont TC UCII/H.

JIAo JaHHOM TPYIIEL:

- obmagaetr Bo3MOKHOCTIMH BHeceHHUs 3akianok B TC MCII/In Ha cTamnu mux
pa3pabOTKH, BHEAPEHUS M COITPOBOKICHUS;

- MOXeT pacmnojarath ¢parmentamu uHbopmanuu o Tomnosioruu MCIIH,
aBTOMATH3UPOBAHHBIX pPabOUMX MecTax, cepBepax ¢M KOMMYHUKAIIMOHHOM
obopynoBanuu, a Takxke o TC 3amutel uadopmaruu B UCIIH.

8.2. [IpenmnonoxxeHus: 0 BO3MOXKHOCTSIX HAPYITUTEIIS.

Jlist monmydyenust ucxoausix nanHbix o UCIIIH HapymuTens (kak | kareropuu,
Tak U [I kaTeropum) MOXKET OCYIIECTBIATh TepexBar 3amudpoBaHHON UHPOpMaIUU
Y WHBIX JAHHBIX, MEpeaBaeMbIX MO0 KaHaJlaM CBSI3M CETSAM OOIIETO IMOJIh30BaHUS
u (AIM) CceTaM MEXIYHapOJHOTOo WH(GOPMAIIMOHHOTO OOMEHa, a TakXke TIo
nokanbHeIM ceTssm UCII/IH.

JIto60oi1 BHYTpEHHUU HAPYIIUTEIh MOXET HMETh (PU3UYECKHH MOCTYNm K
JIMHUSIM CBSI3U, CUCTEMAaM 3JIEKTPOIUTAHUS U 3a3€MJICHUSI.

[Ipenmonaraercs, YTO BO3MOKHOCTH BHYTPEHHETO HapyIIUTEIISI
CYILIECTBEHHBIM 00pPa30M 3aBUCAT OT JACUCTBYIOIIMX B Mpeleiax KOHTPOIHPYEMOit
30HbI 00beKkTOB pazmenieHuss WCIIJIH orpaHuuuTenbHBIX (PAKTOPOB, M3 KOTOPBIX
OCHOBHBIMHU SIBIIIFOTCA PEXUMHBIE MEPONPUATUS UM OPraHU3aUOHHO-TEXHUYECKHE



MEpBbI, HAPABJIEHHBIE HA!

- PEIOTBPALLICHUE U TPECEUEHNE HECAHKIIMOHUPOBAHHBIX JIEVCTBUN;

- MOJI00p U PACCTAHOBKY KaJIpPOB;

- J0mycK (PU3MYECKUMX JHUI B KOHTPOJIHMPYEMYIO 30HY M K CpEACTBa
BBIYMCIIMTEIILHON TEXHUKU;

- KOHTPOJIb 32 MOPSIIKOM MPOBEEHUS paboT.

B cuity 3TOro BHyTpEeHHUN HapyILIUTENb HE UMEET BO3MOXKHOCTH MHOJyUEHUS
cnenuanbubeix 3HaHui 0 UCIIIH B 0o0beme, HEOOXOAMMOM ISl PEIICHUS] BOIIPOCOB
CO3JIaHHsI U IPEOJOJIEHUS CpeAcTB 3amuThl [1/1H, 1 ucKiIr09aeTcs ero BO3MOKHOCTD
[0 CO3JAaHHI0 W IPUMEHEHHUIO CHELUAIBHBIX MNPOrPAMMHO-TEXHUYECKUX CPEICTB
peanu3anuy  LEJICHANIPABICHHBIX  BO3AEHMCTBMM  JAHHOTO  HApPYIIMTENS  Ha
MoJJIeXKAIIMe  3aluTe OOBEKTBI W OH MOXET  OCYIIECTBIATH  MOIBITKU
HECAHKIMOHUPOBAHHOTO joctyna K HMP ¢ wucnonp3oBaHMEM TONBKO IITATHBIX
nporpammHo-TexHndeckux cpeacts MCII/IH O0e3 HapyleHus: uX UEeI0CTHOCTH.

Bo3MOXHOCTH croBopa BHYTPEHHHUX HapyLIUTeNed MexIy coOoi, croBopa
BHYTPEHHET0 HApPYLIUTENsI ¢ MEPCOHAIOM OpraHU3alui-pa3pabOTUYUKOB MOJICUCTEM
NCTI/IH, a Takke croBopa BHYTPEHHETO M BHEUIHETO HapyILIUTENEH JOJKHA ObITh
UCKIIFOYEHA IIPUMEHEHHEM OpraHU3alMOHHO-TEXHUYECKUX MU KaIpOBO-PEKUMHBIX
Mep, AeHCTBYIOMMX Ha 00bekTax pasmenieHus MUCIIJIH.

8.3. IIpeanomnoxeHus 00 UMEIOIINXCS Y HAPYLIUTEINSI CPEICTBAX aTaK.

[Ipeanonaraercs, YTO HapYyLIUTEIb UMEET BCE HEOOXOIMMBIE JIsl TPOBEICHHUS
aTak Mo JTOCTYIHBIM €My KaHajaM aTak CpeICTBa.

Buemnunii HapymuTens (auna kateropuu I, a takke auna kareropuu I mpu
HaxoJeHuu 3a npeaenamu K3) MoxKeT HCOab30BaTh CAEAYIONIME CPEACTBA JOCTyIa
K 3amuiiaeMon naHpopMamm:

- JIOCTyIIHbI€ B CBOOOJHOM MpoOJaXke ammapaTHbIE CPEJCTBa M MPOTrpaMMHOE
o0ecrieueHre, B TOM YHCIE MPOrpaMMHBIE U  alllapaTHble KOMIIOHEHTBI
KPHUIITOCPE/CTB;

- CHelHalbHO pa3pa0OTaHHbIE TEXHUYECKHE CpPEJACTBA U MPOrpaMMHOE
oOecrieycHue;

- CpelicTBa IepexBaTa M aHajin3a MHPOPMAIIMOHHBIX TOTOKOB B KaHAJIAaX CBSI3U;

- CTIeMAJIbHBIE TEXHUYECKUE cpeicTBa nepexnBara nHpopmarmu no TKYU;

- wmrarhabie cpeacrBa WCII[IH (Toapko B cilydyae HMX paclojoXeHus 3a
npenenamu K3).

BuyTtpennuii Hapymmrtenb 1 J0CTyna K 3aliuiiaeMoil uHdopMaiuw,
coaepxamen [1/In, Mmoxer ucnonp3oBath ToNbKO mTatHbie cpeactsa UCIIIH. [Ipu
OTOM €r0 BO3MOYKHOCTH II0 HCHOJIb30BAHHMIO INTAaTHBIX CPEACTB 3aBUCAT OT
peanusoBanHbIX B MCII/IH opraHn3allniOHHO-TEXHUYECKUX U PEKUMHBIX MEP.

8.4. Onucanue KaHAJIOB aTak.

Bo3MOXHBIMU KaHallaMH aTaK, KOTOPbIE MOKET HKCIIOJIb30BaTh HAPYLIUTEIb
JUIsl JocTyna K 3amuinaemont uagopmanuu B UCITIH, sBastoTcs:

- KaHaJibl HEMOCPEJICTBEHHOI0 J0CTyNna K OOBEKTY (BH3yaJlbHO-ONTHYECKUH,
aKyCTUUECKUU, PU3HUECKUI);

- DJIEKTPOHHBIE HOCHUTENTU WH(GOpPMallMU, B TOM 4YHCIE ChEMHbBIC, CAAHHBIE B
PEMOHT U BBILIEANINE U3 YIIOTPEOICHHUS;



- OyMaxHbIe HOCUTENN UHGOPMAITUH;

- IITaTHBIE TporpaMMHo-anmnaparasie cpeactsa UCI/IH;

- KabeNbHbIe CUCTEMBl U KOMMYTAI[MOHHOE O0OpPYAOBaHUE, PACIOJIOKEHHBIC
B Ipelenax KOHTpoJupyeMon 30HbI M He 3ammineHHble oT HCJ/[ x uHbopmarmu
OpraHU3alMOHHO-TEXHUYECKUMHU MEPAMU;

- He3aluIleHHbIe KaHajbl cBsa3u; TKYU.

8.5. Tun wHapymurens npu ucnonbzoBanuu B MCIIJIH kpuntorpadudeckux
CPEJIICTB 3aIIUThl HH(OPMAIUH.

[Ipu ob6mene undpopmanueit Mmexay MCIIJIH 1 BHEITHUMU 1O OTHOHICHUIO K
NPEANPUATHIO  MH(QOPMALMOHHBIMU  CUCTEMaMH HEOOXOAMMO  HCIOJIb30BaHUE
cpenctB kpunrorpapudeckoit 3amutsl nHpopmanmu (CK3N).

VYpoBeHb  Kpunrorpauueckod  3alMThl  MEPCOHAIBHBIX  JIAHHBIX,
ob0ecnieunBaemori CK3U, onpezensieTcst myTeM OTHECEHUSI HAPYIIUTENS, NEUCTBHUIM
KOTOpPOro J0JKHO NpoTUBOCTOATH CK3U, kK KOHKpeTHOMY TuIly, U Oa3upyeTcss Ha
MO/IX0/1aX, OMUCAHHBIX B «METOAMYECKUMHU PEKOMEHJAUUSAMUA MO OOECIEYEHUIO C
MTOMOILIBIO KPUIITOCPEACTB O€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKe
B MH(OPMALIMOHHBIX CUCTEMAX MEPCOHAIbHBIX JIAHHBIX C HCIIOJIb30BAHUEM CPE/ICTB
aBTOMaTHU3ALIN.

Tun nHapymmrens n knacc CK3U nomkeH onpenensaTbCs B COOTBETCTBUU C
Tabnureit 8.1.

Tabmuma 8.1 — CooTBercTBHE THIIOB HapymuTens U kinacca CK3U

['pynma BHyTpEHHETO HAPYIIMUTENS Tun Hapymurens Kirace CK31
['pynma 1 H2 KC2
I'pynma 2 H3 KC3
I'pynma 3 H3 KC3
['pynma 4 H3 KC3
I'pynma 5 H3 KC3
I'pynma 6 H3 KC3
I'pynmna 7 H5 KB2
I'pynna 8 H4 KBI

Buewmnuit Hapymmrens otHocutcst K tumry H1. Tlpu stom, ecnu oH oGnamaet
BO3MOXKHOCTSIMH IO CO3/JaHHUIO CIIOCOOOB M TOATOTOBKM aTaK, AaHAJOTUYHBIMU
COOTBETCTBYIOIIMM BO3MOXHOCTSIM BHyTpeHHero Hapymwurens tuna Hi (3a
UCKJTIOYCHHEM BO3MOXKHOCTEH, MPEIOCTABIEMbIX MPEObIBAHNEM B MOMEHT aTakd B
KOHTPOJMPYEMOI 30HE), TO 3TOT HapyIIMTENb Takxke OyaeT o003HauaThCs Kak
HapywmuTens Tuna Hi.

9. AkTyasibHbI€ YIPO3bl 0€30MACHOCTH MEPCOHAIbHBIX IAHHBIX B
UH(OPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX
JIs1 BBISIBJICHUS M3 BCETO IMepeyHs yrpo3 0e3onacHocTH [1/IH akTyalbHBIX 115
NCII/IH oneHnBarOTCS ABA MOKa3aTes:
- ypoBeHb ucxoanou 3amumieHnocty UCII/IH;



- 4acTOTa (BEPOSITHOCTD) peain3alli paccCMaTPUBAEMOM YIPO3bl.

9.1. VYpoBeHb UCXOJIHOW B3aIIUIICHHOCTH HWH(POPMAITMOHHOM

IMEPCOHAJIBHBIX TaAHHBIX.

[Tox ypoBaem ucxomuoit 3ammmennoctd MCII/n monumaercst 0600IIeHHBIN
II0KA3aTelb, 3aBUCAIIMNA OT TEXHUYECKUX M OKCIUIYaTallMOHHBIX XapPaKTEPUCTUK
NCIIn. [lepeyeHp TaHHBIX XapaKTEPUCTHK U Mokazatenu 3amumeHsoctd MCII/H,
3aBHCSIIME OT HUX, Mokazanel B Tabmuue 9.1. Tlokasartenu, oTHOcsmMeEcs K

OpFaHI/ISaI_II/II/I BBIJICJICHBI J)KUPHBIM KYPCHUBLIM.

Jns  omnpenenenust ucxogHoil 3ammiueHHoctd WCIIIH momkHO OBITH
pPacCUMTAaHO MPOLEHTHOE COOTHOIIECHUE KaXKJIOrO YPOBHSI 3alMIIEHHOCTH KO BCEM

XapakTepucThkam, umeromum mecto aiist UCITIH.

Ta6muma 9.1 — [Nokazarenu ucxoanoi 3amumennoctn UCITIH

CHCTCMBI

Texuuueckue n IKCIUITYaTAIUOHHBIC XaPAaKTEPUCTUKH
ACTITn

3aIMUIIICHHOCTH

YpoBennb

=
=

BrbIicok

=

Cpennn

Hwuskni

ITo TeppuTOpHAIBLHOMY Pa3MellleHHIO

pacnpeaenennas MCIIIH, koTopas oXBaTbIBaeT
HECKOJIbKO 00J1acTel, KpaeB, OKPYroB WJIU IOCYIapCTBO B
1[EJIOM

ropojckas UCII/IH, oxBaThiBaroiasi He 60jee 0JTHOTO
HACEJICHHOTO MyHKTa (TOopo/ia, oceKa)

KopropatuBHas pacnpenenennas UCII/IH,
OXBATBIBAIOIIAsl MHOTHE TOJPA3ICIICHUS] OJHOMN
OpraHu3aluu

nokanbHas (kamiycHasi) UCIIJIH, pa3BepHyTas B mpeenax
HECKOJIbKUX OJIM3KO PACIIOIOKEHHBIX 3IaHUI

nokanbHast UCII/IH, pa3BepHyTas B mpeaesiax OJHOTO
31aHUA

ITo HAJTHYHIO COeTUHEHHS C CETIMH 001Iero
M0JIL30BAHUSA

NCII/IH, nMerorass MHOTOTOUCYHBIN BBIXOJT B CETh OOIIET0
MOJIb30BAHMS

NCII/Ix, nMeroras 0JTHOTOYSYHBIN BBIXOJ] B CETh OOIIIETO
M10JIb30BaHMS

NCTIIH, pusnyecku oTAEICHHAS OT CETH OOIIETO
MOJIb30BAHUS

I1o BCTPOEHHBIM (JIeraJibHbIM) ONlePALMSAM € 3aNIUCAMM
0a3 I1/In

YTCHUEC, ITIOUCK

3alMChb, YAAJICHHUC, COPTHPOBKA

MoaupuKaIus, nepeaayda




Ilo pazrpaHu4eHnIo J0CTYyNA K NEPCOHATbHBIM
JAHHBIM

NCIIIH, K KOTOpOW UMEET JOCTYI OMPEACICHHbBIN
NepeYeHb COTPYIHUKOB OpPraHU3alNH,
spisttoreiics BnaaeabiieMm MCITJIx, mu6o cyonekt [1/1H

NCIIIH, K KOTOPO UMEIOT JOCTYIl BCE COTPYIHUKH
opra"uzanuu, ssistonieics piagensiem UCIIIx

NCII/IH ¢ OTKPBITBIM TOCTYIIOM

Ilo Hammumio coequHennii ¢ Apyrumu 0azamu I/
uHbix UCIIIn

NurerpupoBannas UCII/IxH (opranuzanus UCroiab3yeT
Heckoabko 0a3 [1/1n UCITIH, npu 3TOM opraHu3anus He
SIBJISIETCS BJIAJICIIbIIEM BCEX UCIONIb3yeMbIx 0a3 [1/]H)

NCIIH, B koTOpOI1 ucnionb3yeTcs oaHa 6a3a [1/1H,
MpUHAJIeKAIas OpraHru3aluy — BIAJEIbIly TaHHON
NCITn

ITo ypoBHI0 00001m1eHus1 (00e3muuBanus) I1/1n

NCII/H, B KOTOpON NPEIOCTaBISIEMBIE MOJIB30BATENIO
JTAHHBIE SIBJISIIOTCSL 00€37IMYEHHBIMU (HA YPOBHE
OpraHu3alyu, OTpaciu, 00JIacTH, peTMOHA U T.11.)

NCITI/IH, B KOTOpO# JaHHBIE 00E3IMYUBAIOTCS TOJIBKO MPHU
nepenaye B Ipyrue OpraHu3alui U He 00e3TuYeHBI IPU
IIPEIOCTABJIEHUH M10JIb30BATEI0 B OPraHU3aluU

NCII/H, B KOTOpOM NMPEeaOCTaBIIEMBIE TIOJIB30BATEIIO
JAHHBIE HE ABJIAIOTCS 00€3IMYEHHBIMU (T.€. IPUCYTCTBYET
uH(popManus, N03BOJSIOIAs UACHTU(DULIUPOBATH
cyowekra I1/1H)

IIo 00bemy I1/IH, KOTOPBIE MPEIOCTABJISIIOTCS
cropoHHuM noJib3oBarenasim UCIIAn Oe3
npeABapUTeIbHONH 00padoTKH

NCIIn, npegocrapistomas Bco 6a3zy nanubix ¢ [11n

NCIIIH, npenocTaisitomas yacts [1/1x

NCIIIH, He npenocTaBisioNnIe HUKaKOW nHpopManuu

KoauvecTBo pemennii | 1 2 4

O0uee Ko1M4YeCTBO peieHui | /

[Tpunumaercsa, uyro MCII[IlH wuMeeT BBICOKHM ypOBEHb  HMCXOJHOMU
3amuieHHocTd, eciu He MeHee /0% xapakrepuctuk HWCII[IH cOOTBETCTBYIOT
YPOBHIO «BBICOKHI», & OCTAJIbHBIE YPOBHIO «CPEIHUI.

B cnyuae, ecniu He meHee /0% xapaktepuctuk MCII/IH OTHOCUTCS K YPOBHIO

«HE HUXKE CPEHETO», & OCTAIIBHBIE K YPOBHIO «HU3KHI», TO UCXOIHAS
samuiieHHocTs MCIIAn Oyner cpenHero ypoBHs.

Bo Bcex ocrampnbix ciaydasx WCIIJIn Oyner uMeTh HU3KHI YpPOBEHb
3aIIUIIEHHOCTH.

Ucxons u3 xpurepueB oueHku, aenaem BbiBoa, yto UCIIIn Opranuzamum



UMEET HU3KHUI YPOBEHb 3aIUIIIEHHOCTH.

9.2. Onpenenenue akTyaJdbHBIX yrpo3 0€30MaCHOCTU MEPCOHAIBHBIX JTAHHBIX.

JIJisi  OLIEHKW YpOBHS MCXOJHOW 3alTUINICHHOCTH BBOAMUTCS KOA(DOUIMECHT
WCXOJHOU 3alIUIIEHHOCTH Y 1, KOTOPBIM MOXET MPUHUMAThH 3HAUEHUSL:

0 — 115 BBICOKOM CTENEHU UCXOHOM 3aIIUIIIEHHOCTH;

S — JUIsl CpeHEN CTeNEeHU UCXOJHOM 3allUIIeHHOCTH;

10 — 171 HU3KOM CTETICeHN MCXOTHOM 3alTUIIICHHOCTH.

Crnenyromum mapaMeTpoM, HEOOXOAUMBIM [JIsl ONpPEAEICHUs aKTyaJlbHOCTU
yrpo3 Oe3onacHoctu [I/IH, siBmsiercs wactoTra (WM BEPOATHOCTH) peajn3aluu
yTPO3bl, MOJ KOTOPOM MOHUMAETCS ONPEACIICHHBIN SKCIEPTHBIM IIyTEM IOKA3aTellb,
XapaKTEPU3YIOMINI BEPOATHOCTh pealiU3allid KOHKPETHOM yrpo3bl 0€30MacHOCTU
[11n nns UCTIJIH B pealibHBIX YCIOBUSIX €€ (PYHKIIMOHUpOBaHUs. BBonuTcsa yeToipe
3HAUEHHUS TOTO MOKa3aTessi, 0003Ha4YaeMoro Kaxk Y 2:

MaJIOBEPOSITHO  —  OTCYTCTBYIOT ~ OOBEKTHUBHBICE  NPEANOCHUIKH IS
OCYILIECTBJICHUSI yTPO3bl (HAmpuUMep, yrpo3a XHIIEHUS HocuTesned uHdopMauu
JUIAMH, HE WMEIOIIMMHU JIETAJbHOTO JIOCTyNa B TMOMEIICHHUE, T/€ MOCIEIHUE
XpaHsTCH);

HU3Kasi BEPOATHOCTh — OOBEKTUBHBIE MPEANOCHUIKU JJIA peali3allii yrpo3bl
CYLIECTBYIOT, HO IMPHUHATBIE MEPhl CYIIECTBEHHO 3aTPYIHSIOT €€ peaanu3aluio
(HanmpuMep, UCIIOJIb30BaHbl COOTBETCTBYIOIINE CPEICTBA 3AIUTH HHPOPMAIIUHN );

CpEIHssl BEPOATHOCTh — OOBEKTUBHBIC TIPEANOCHUIKH JIJISl Peasi3allii YIrpO3bl
CYILIECTBYIOT, HO MPUHATHIE MepbI o0ecniedeHus: 6ezonacHoctu [1/H HepoCcTaTOUHBI;

BBICOKAsi BEPOSITHOCTh — OOBEKTUBHBIE MPEANOCHUIKY I Peasi3aIlii yrpo3bl
CYIIECTBYIOT U MEpHI 10 obOecnieueHuto 0e3onacHocTu [1J[H He MPUHSITHI.

JlaHHBIN TOKA3aTENIb TPUHUMAET CICAYIONIUE 3HAYCHHUS:

0 — 111 MamOBEPOSITHON YTIPO3HI;

2 — JI HU3KOUM BEPOATHOCTH yTPO3BI;

S — JIsI cpesiHel BEPOSATHOCTH YTPO3bI;

10 — 1151 BBICOKO# BEPOSTHOCTH yTPO3BI.

Ucnonb3yst 3HaueHusT MOPUBEACHHBIX BbIIE MokazaTene Y1 u Y2,
BBIUHUCIIACTCS  KOI(DPUIMEHT  peamu3yeMOCTH  Yrpo3bl Y,  OIpeaelseMbli
cootHomrenuem Y = (Y1+Y2)/20.

B 3aBucuMocTH OT cBOETO 3HAYEHUS ATOT KOADPHUITUESHT MPUHUMAET 3HAUCHUS:

0 <Y <0,3 — peanuzyemMocTb yrpo3bl MIPU3HAETCA HU3KOM;

0,3 <Y <0,6 — peanuzyeMoCcTh yrpo3bl IPU3HAECTCS CPEAHEH;

0,6 <Y < 0,8 — peanuzyemMocTb yrpo3bl NPU3HAETCS BHICOKOM;

Y > 0,8 — peasiuzyemMocTb yrpo3bl MPU3HAETCS OUYEHb BHICOKOM.

anee maercs onieHka onacHOCTH Kaxaou yrpossl I1/In nma UCIIIx. [Jannas
OIIEHKa HOCHUT JOKCHEPTHBIM XapakTep W IMOJydaeTcsl MyTeM OIMpoca SKCIEPTOB B
obnactu 6e3omacHocTy nHpopmaruu. J[aHHas OlIEHKa UMEET TPY 3HAUCHUS:

HH3KasA OIIACHOCTb — CCJIM peaiM3aluda YIpoO3bl MOXKCET TIMNPUBCCTH K
HE3HAYUTCIIbHBIM HCTaTUBHBIM ITOCICACTBUAM AJIA CY6’beKTOB HI[H,
cpeanHssa  OIIACHOCTbL — CCJIIM  pCain3alvsad Yrpo3bl MOKCT IIPHUBECTH K

HETraTUBHBIM MOCIEACTBUSIM sl cyObekToB [1/]H;
BBICOKAasl ONACHOCTb — €CJIM pealu3auus Yrpo3bl MOXKET IIPUBECTH K



3HAYUTEIILHBIM HETaTUBHBIM TOCIEACTBHSIM 1715 CyOBekToB I1/[H.

[Tocme mpocueTa Bcex IMOKaszaTele MPOWU3BOIUTCS OICHKA aKTYaJIbHOCTH
Kaxaon yrpossl Oe3omacHoctu [1[ln mpu ux o6pabdorke B MCII[H ucxons u3
MaTpHIIbI, TPUBECHHAs B Ta0uIEe 9.2:

Tabmuma 9.2 — Matpuia pacuera akTyalbHOCTH yTrpo3 6e3onacHoctr [1/]H

PeasmmsyemocTb IToxa3aTeJib OIIACHOCTH YIPO3bI
YIpo3bl Huskas Cpennss Bricokas
Huskas HEaKTyaJIbHas HEaKTyaJIbHas aKTyaJlbHas
Cpennss HEaKTyaJIbHas aKTyaJlbHas aKTyaJlbHas
Beicokas aKTyaJIbHas aKTyaJlbHas aKTyaJlbHas
OueHb BBICOKAs aKTyaJlbHasl aKTyaJbHas aKTyaJbHas

Ha ocHoBaHuu mOJIOKEHUN MOJAENU YIpo3, MOJCIM HApYyIIUTENs, JaHHBIX 00
ucxoxnor s3amuimennoctn VCITIH (Y1), kodddummente peaau3yeMocTd yrpo3bl
(Y), BepositHOocTH ee peanmu3anuu (Y?2), a TakKe SKCIEPTHOW OIEHKH OIACHOCTH

yrpo3bl, OINpPEACNAeTCS aKTyallbHOCTh KaXaodW yrpo3bl ©Oe3omacHoctu [1JIH,
obpabarpiBacMbix B UCIT/IH. (Tabnuma 9.3)
Tabnuna 9.3 — AxktyanbHOCTh yrpo3 6e3onacHoctu [11x

Bepost | Koaddn
p b Onenka | Onenka
Ne HOCTD MICHT 1 ackoc aKTyaJlb
- ¥Yrpo3sa 6e3onacuoctu [1/{n peanusa | peanusye
/o TH HOCTH
HHH MOCTH yTPO3bl | YIPO3BI
yIpO3bl | YTPO3EI
1 | Pasrnamnrenue, nepeaavya uim 5 0,75 cpenHss | aKkTyaib
5 y
yTparta aTpuOyTOB pa3rpaHUICHHUS Has
noctyna k UCI /I
2 | HapymieHue mpaBuil XpaHSHHS 3) 0,75 |Hu3Kas | akTyaib
aTpuOyTOB pa3rpaHUYCHHUS Has
noctyna k UCII/In
3 | HecooOmienue o ¢dakrax aThl, 10 1,0 BBICOKas | aKTyalib
y
KOMIIPOMETAIUU aTpUuOyTOB Hast
pasrpannuenus pocryna k UCI /I
4 | BHeapeHue areHTOB B YHCIIO 0 0,5 BBICOKas | aKkTyajb
IepcoHaja CUCTEMBI Has
5 | HecaHKIIMOHUPOBAHHBIN 3aIIyCK 2 0,6 BBICOKAs | aKTyab
y y
TEXHOJIOTHYSCKHUX IMPOTPaAMM, Has
CITOCOOHBIX ITPU HEKOMIICTEHTHOM
HCIIOJIb30BaHUHU BBI3BIBATH IOTEPIO
PaboTOCIOCOOHOCTH CUCTEMBI HITH
OCYIIECTBJISIONINX HEOOpaTUMbIC
W3MEHEHUS B CUCTEME
(bopmaTupoBaHue uiu
PECTPYKTYPHU3ALHUIO HOCHUTEIIEH
uHhOpMaITUH, YAAICHHE TaHHBIX U




T.11.)

6 | BBog ommOOYHBIX JaHHBIX 10 1,0 HU3Kas aKTyajb
Has

7 | JleficTBHS COTPYIHUKOB, 5 0,75 BBICOKAsl | aKTyajb
NPUBOSIINE K YACTUIHOMY WIIH Has
MOJIHOMY OTKa3y CUCTEMbI WU
HapYIICHUIO pab0TOCTIOCOOHOCTH
anmnapaTHBIX WU MPOrPaMMHBIX
CPEJIICTB

8 | UrnopupoBanmue 10 1 CPEIHSAs | aKTyajb
OpraHU3aIMOHHBIX OTPAHUYCHHM Has
(YCTaHOBJIECHHBIX TIPABIIT) TIPH
pabote c I1]]

9 | ®usndeckoe pa3pylicHHE UITH 0 0,5 BBICOKAsl | aKTyallb
BBIBOJI U3 CTPOSI BCEX WJIU Has
OTJICTLHBIX HAaOO0JIee BAXKHBIX
komnoneHtoB MCITJIn

10 | 3akymku HECOBEPIICHHBIX, 0 0,5 HU3Kasl | HEaKTy
YCTapeBIINX WU anbHAs
HETIePCIIEKTUBHBIX CPECTB
MH(pOpMaTU3ALMH U
WH()OPMAITMOHHBIX TEXHOJIOTHIA,

11 | Xumenue Hocuresei 2 0,6 BBICOKas | aKTyajb
uHpopmanuu, coaepxkamumx 1] Has

12 | To xe, BHEITHUI HAPYIIUTEIb 2 0,6 BBICOKAsl | aKTyajb

Has

13 | He3akoHHOE MOTyYCHHE TTAPOJICH U 5 0,75 CpenHsisi | aKTyallb
JIPYTUX PEKBU3UTOB Hast
pasrpannuenus goctyna k MCITIx

14 | To xe, BHEITHUI HAPYIIUTEIb 2 0,6 CpeiHsisi | aKkTyallb

Has

15 | HecaHKIMOHHpPOBaHHAs 3) 0,75 | BbIcOKas | aKkTyalb
Mo TA(HKAIUS TPOTPAMMHOTO Has
oOecrieueHus

16 | To ke, BHEIIHUN HAPYILIUTENb 2 0,6 BBICOKAsl | aKTyaJlb

Has

17 | Ilepexsart I1]I, mepenaBaeMbIX 11O 0 0,5 BBICOKAsl | aKTyaslb
KaHaJlaM CBSI3U Has

18 | To ke, BHEUTHUN HAPYIIUTETh 0 0,5 BBICOKasl | aKkTyajb

Has

19 | HecankiimoHupoBaHHOE 5 0,75 CpelHssl | aKTyajb
KOIUPOBAHUE HOCUTENCH Has
uHdopmarmu c I1]]

20 | To e, BHEIIHUI HAPYIITUTEIb 2 0,6 CpelHsisi | aKkTyallb




Hasl

21 | YreHne ocTaTOYHOM MHPOPMAITIH 0 0,5 HU3Kas | HEaKTy
13 ONEPATUBHOMN MaMSTH U C anbpHAs
BHEIITHUX 3alIOMUHAIOIINX
YCTPOUCTB

22 | To xe, BHEIIHUN HAPYIIUTENb 0 0,5 HU3Kasl | HEaKTy

anbHas

23 | HenpeanamepeHHoe 3apakxeHue 5 0,75 HU3Kas | aKTyajb
KOMITbIOTEPA BUPYCAMHU Has

24 | IlpeqnamepeHHOE 3apakeHHE 10 1,0 HU3Kas | aKTyallb
KOMITbIOTEPA BUPYCAMHU Has

25 | BMemmarensCcTBO B IpoIiece 5 0,75 BBICOKas | aKTyallb
¢pyuxunonuposanus UCII/H , Has
ceTell 00IIero nojab30BaHUS C
LEJIbIO HECAHKIIMOHUPOBAHHOU
MoAMGUKAIMK TAHHBIX

26 | To xe, BHEIIHUN HAPYIIUTENb 2 0,6 BBICOKAsl | aKTyallb

Has

27 | HecaHKIIMOHUPOBAHHOE BHEAPEHUE 10 1,0 CpenHsisi | akTyallb
1 UCIIOJIb30BaHUE HEYUTECHHBIX Has
MporpamMMm, He SIBIISIONTUXCS
HEOOXOAMMBIMH JIJISI BBITIOJTHEHUS
COTPYTHHKAMHU CBOUX CITY)KEOHBIX
00s13aHHOCTEM

28 | To e, BHEITHUI HAPYIIUTEIb 5 0,75 CpeiHsisi | akTyallb

Hast

29 | HeymblInmeHHOE TOBPEKACHUS 2 0,6 HHU3Kas | HEaKTy
BHEIITHUX KAOCITBHBIX CHCTEM CBSI3U anbpHas

30 | Bo3HWKHOBEHUE TIOXKAPOB B 2 0,6 BBICOKAsl | aKTyallb
HEIOCPEACTBEHHOM OJIM30CTH K Has
MOMEIIEHUSIM, B KOTOPBIX
obpabateiBarorcs [1]] u apxuBam
ITJ] pe3ynbTare HEUCIIPABHOM
AIEKTPOIIPOBOJIKH, HEHCTIPABHBIX
TEXHUYECKUX CPEJICTB, HAPYIICHUS
COTPYTHHKAMH TTPaBUII
POTHUBOIOKapPHOM 0€30MaCHOCTH.

31 | Pazpymienue 3qaHui, OTACTBHBIX 0 0,5 BBICOKAsl | aKTyallb
MMOMEILICHUH Has

32 | BozneiicTBrue atMocepHOTro 5 0,75 HU3Kas | aKTyalb
AIIEKTpUIECTBA Has

33 | Bo3HuKHOBEHHE CTUXUIHBIX 2 0,6 HU3Kasl | HEAKTy
OYaroB MOXapoB anbHas

34 | ABapuu B cuctemax 3) 0,75 |Hu3Kas | aKTyalb




AJIEKTPOTIMTAHHUS Hast

35 | Hapymienne TemMrepaTypHOTO 0,75 CpelHssl | aKTyajb
peXuMa B IOMCIIICHHSX C Has
KPUTHYECKUM 000PYIOBaHHEM
pe3ysbTaTe HEUCIIPABHOCTH CUCTEM
KOHIMIIMOHUPOBAHUS

36 | ABapuu B CHCTEMax OTOTUICHHUS U 0,75 CpeIHssl | aKTyajb
BOJIOCHAOKEHUS B Hast

HETIOCPEICTBEHHOM OIM30CTH K
MIOMEIIEHUSAM, B KOTOPBIX
obpabareiBarotcs [1/] u apxuBam

j§oil
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